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Given todays events this is about as thrown together as you can get so hang with me.

So, there is standard in IT and it’s called 5 9s availability. In other words, your application or service will be available 

99.999% of the time. Probably less than 5% of companies can achieve this level of service but pretty much any 

company Fortune 500 or better will most certainly have this level. If they do not, then they are most likely not 

Fortune 500 or at least won’t be for lone.  

What happened today was an outage, but I want to take just a few minutes to explain typical outage scenarios and 

then we’ll move onto this particular one. It was both highly unlikely and highly suspect to put it lightly. First of all, 

there are typically 4 types of outages they are application, middleware (or layer), database and web infrastructure.
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An outage rarely happens here because there would be multiple points 

of failover in the event something happened with application code. In 

other words, multiple Facebooks are running simultaneously in case one 

fails. So, if there is an outage here it’s almost instantaneous 

recover…..less than 10 seconds.

A similar principle would apply here. The middle layer is where all your 

business partners are running their apps that are hooked of to your app 

for whatever reason. But in order to even do business with the likes of a 

Facebook the partner business would be bound the same service levels 

as Facebook itself. So once again, almost instant recovery.

Database failure is very common, but they are also setup with failover 

so they may happen but will be very brief. In fact, they are often 

undetectable to the end user because the recover so very rapid. A l 

database outage for a company this size is typically under 1 minute. 

Web infrastructure is far and away the most secure area because it 

offers the highest level of impact if anything goes wrong. If a DNS entry 

is hacked or altered, it could be like finding a needle in a haystack which 

is what causes the downtime to be so very long. The problem is there is 

really no such thing as failover so either the DNS entry is right or it 

wrong. If it’s right, you can get there….if it’s wrong you cannot.



Remember one of the homework assignments I gave the other night? 

It was BGP or Border Gateway Protocol.  There was reason for that homework (which we’ll learn more about 

it in issue 56) but because life happens, we’re getting some early instruction. The reason it has Gateway in 

the name is because a BGP acts as an entry point from one network to another and allows those networks to 

communicate with one another. Without the BGP intact there is no communicating.

Because this process is so very secure and monitored by multiple subject-matter experts, what John is

saying above is about as likely as a Phoenix snowfall in July.



All 24 of the Facebook DNS servers became unavailable simultaneously. Global DNS servers are not daisy-chained 

like Christmas lights folks. To have 1 DNS server go down for even an hour is huge. In this case, all 24 went down at 

precisely the same time and for 5+ hours.



So let me just say this and I will shut up.

One thing that is not an option is this was not organic. It was not a ‘we’ll do better next time’ human error accident. That would be

about as logical as the Afghanistan pullout approach.

This was not to avoid some fallout from the whistleblower that was coming out. You could line up a million whistleblowers. Have we 

not learned that nobody suffers because of some whistleblower coming out? They have virtually no impact.

Nobody in the universe is going to convince me this was China when everyone knows that Zuckerberg is so far in bed with the 

Chinese government, he has chopsticks coming out his ears. An attack from China is off the table.

I also am not going to be convince this was a black hat operation which we all know would involve approval from Zuckerberg 

himself. In order for that to be true then Zuckerberg would have had to agree to surrender upwards of $7 billion in just over 5 hours 

because that is what just happened. It would have been very simple for him to say, “I’ll take down the Facebook application for a 

couple hours (which will cost me almost nothing) and then we’ll blame Russia.” Why would he ever go the most complicated and 

most expensive route possible.

This was message to Mark Zuckerberg. “Just so you are aware Mr. Zuckerberg, you do not have control over your own platform. In 

a moments notice I can make it vanish similar to what I did today. I’m just giving you a preview of coming events.” 


